Secure Software Engineering Lab
Lab 5: Privacy Engineering

Institute of Software Security (E-22)

1. Objectives
Apply the knowledge acquired in the lectures on the following areas of software security:
e Identification of privacy threats.
e Elicitation of privacy requirements.

e Selection of privacy tactics and Privacy-Enhancing Technologies (PETS).

2. Tasks

1. Create a Data Flow Diagram (DFD) of the Metaverse.
- Use the case study description as a starting point plus the supplementary material.
- Focus on (i) login, (ii) registration, and (ii) befriending processes.
- You can re-use the DFDs from Lab 3.
2. Elicit privacy threats.
- Map DFD elements to LINDDUN threat categories.
- Elicit privacy threats using LINDDUN threat trees catalog.
- Document the elicited threats using LINDDUN documentation template.

3. Manage privacy threats.
- Prioritize the privacy threats according to their risk (risk = impact x likelihood).
- Map threats to mitigation strategies (use LNDDUN template).

- Refine mitigation strategies and select suitable PETSs.

4. Conduct a Privacy Impact Assessment (PIA) using the CNIL tool.
- Consider the processing of personal data from Virtual Reality (VR) headsets.

3. Materials

Case study, lecture slides, lab slides, LINDDUN documentation templates and threat catalog.
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https://www.linddun.org/_files/ugd/cc602e_f913e70b2c014753aa4067d11a6ce493.pdf
https://www.linddun.org/linddun-threat-catalog
https://www.linddun.org/_files/ugd/cc602e_7a8cb1ac833d41d5ab74f1f9d9834977.pdf
https://www.linddun.org/_files/ugd/cc602e_bd62f3e2d8a74db1a1c1d68577224427.pdf
https://www.linddun.org/_files/ugd/cc602e_46135199dc0d49308e76f30a1a657cf7.pdf
https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assessment
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