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 The emerging importance of security assurance and

the driving forces
e Structure of Security Assurance Cases (SAC)

Reading material about Security Assurance Cases
R. Alexander, R. Hawkins, T. Kelly, “Security Assurance Cases: Motivation and the State of
the Art”, The University of York, 2011

Reading material about how to build Security Assurance Cases

M.Mohamad, O.Askerdal ,R.Jolak, J,Steghéfer, R.Scandariato, “Asset-driven Security
Assurance Cases with Built-in Quality Assurance”, IEEE/ACM 2nd International Workshop
on Engineering and Cybersecurity of Critical Systems 2021

,2021

e Usage of SAC
e SOTA and SOP


https://www.semanticscholar.org/author/R.-Alexander/2802461
https://www.semanticscholar.org/author/R.-Hawkins/144490374
https://www.semanticscholar.org/author/T.-Kelly/143797250
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Security Assurance - What?

https://csrc.nist.gov/glossary/term/security assurance

» Measure of confidence that the security features, practices, procedures,
and architecture of an information system accurately mediates and

enforces the security policy. NIST SP 800-39

« The grounds for confidence that the set of intended security controls in an
information system are effective in their application. NISTIR 7298



https://csrc.nist.gov/glossary/term/security_assurance
https://doi.org/10.6028/NIST.SP.800-39
https://doi.org/10.6028/NIST.IR.7298
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Security Assurance - Why?
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 There are multiple frameworks and approaches
for security assurance, e.g., Common Criteria.

 What we are going to focus on is called Security
Assurance Cases (SAC).
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« “An assurance case is a structured argument, supported
by evidence, intended to justify that a system is
acceptably assured relative to a concern in the intended
operating environment.”

[Handbook of System Safety and Security, 2017]

In our context the concern is cybersecurity.
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Security Assurance Cases

Supported by
Sub-claim
Sub-claim Strategy
Context
A Supported by
Sub-claim
In context of
Claim ﬁ/ Strategy Sub-claim
Supported by
In context of
Y Supported by
Sub-claim
J . J
Y Y
Argument Evidence
Goal Structuring Notation [Kelly 2004] 9
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Claim

Claiming confidence in the achieved level of security in a
specific context. Takes the form: X is acceptably / adequately
secure. Where X is an asset / function / sub-system... etc Sub-claim

Example: The auto parking function is acceptably secure

Negating the possibility of realizing a harm or threat on a certain
asset.

Example: It is not possible to tamper with the data sent to
the steering wheel module.

10
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SAC - Evidence types

Reports from test cases
Code reviews

Peer review reports
SME reviews

11
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Security Assurance Cases

Legend . . Top claim: Definition of acceptably
The system is physically S h
361G uperm_arket management secure as per the
system is acceptably secure supermarket's standards
Claim Strategy 1:
( ) Argue over the information
assets in the system
Context
Claim 1: Clalm 2: Clalm k Claim 4:
The supermarket customer's The store's selling history is The store's cashbox The store's supplier
information is secure secure information is secure information is secure
Argumentation
strategy
Strategy 3.1:
Argue over components
that use the cash payment
information
Evidence
il T
Claim 3.1.1: Claim 3.1.2:
The interface CashBoxOuitlf is The interface CashBoxIf is
implemented to securely handle implemented to securely handle
Assumption the cash payments' information the cash payments' information
|
—_—
Supported by
Evidence 3.1
In context of The communication to
the CashBoxOutlf is
Encrypted
12
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External and Internal forces.

 Current and upcoming standards and regulations

in industries. Examples:

— ISO/SAE 21434 - Road vehicles cybersecurity

— UNECE 115 - Cyber security and cyber security
management system

« Potential for many usage scenarios.
Proven approach from safety.

13
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How do you think SAC can be used in practice?

Go to menti.com — XXXX yyyy
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Many usage scenarios identified in industry.
The top ones are:

 Prove with security standards and regulations
by the compliance team

. the security quality of a product by product owners

* Useas in court by lawyers

e Useto with suppliers by the purchasing team

. security informed go / no go by project managers

15
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Differences between the domains of safety and security.

 Theoretical differences:
— Presence of intelligent adversary
— High level of uncertainty about attackers’ behaviour - hence taking
measures that are not responses to specific threats
— Security-critical software often has to adapt quickly as attack
patterns change
* Practical differences:
— Process maturity of security critical practices
— Safety has more problems with requirements, whereas security with
low-level defects in implementation
— Safety standards are way more elaborated than security ones in
terms of development practices

16
Security Assurance Cases: Motivation and the State of the Art - Rob Alexander et al. 2011
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How to build SAC

SACs can be build in different ways. There are
two main strategies

17



Top-down strategy:

. Starting from the top claim and working our
ways down to the evidence
. This is the most common approach

Bottom-up strategy:
. Works by looking at the artifacts and evidence
we have, and build the arguments based on

them.
More common for systems that are already built

18
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Literature includes many approaches, e.g.,

Argumentation strategies

- Standard based

- Security requirements

- Software components ... etc
Structures:

- Layered-based

- Document retrieval

19
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Limitations:

e\Wide variety of approaches.. But

Cover both process and product
eLack of quality assurance

b Actively assessing the quality of
SAC
e|mbala 'n coverage

The challenging nature of working

with SAC

20
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CASCADE

Top Claim
Block containing SAC elements
White-hat Block
Level 1: Asset identification and decomposition
Completeness of the argument
Level 2: Security goals
Black-hat Block

Level 1: Threat scenarios

- Confidence in the evidence

Level 2: Attack paths QA

Generic Sub-case

Resolver Block

Level 1: Risk assessment

Level 2: Security requirements

Evidence QA

21
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I:I Block containing SAC elements
Completeness of the argument

Confidence in the evidence

CASCADE

CASCADE is an asset-driven approach which provides a block-based structure for

creating the arguments of a security assurance case.

It is asset-driven, as the arguments start from the identification of assets which
exist in the system.

The blocks in CASCADE include elements of SACs.

Generic Sub-case

I Top Claim l
White-hat Block
I Level 1: Asset i and ]
| Level 2: Security goals I
Black-hat Block

I Level 1: Threat scenarios

I Level 2: Attack paths

Resolver Block

[ Level 1: Risk assessment

[ Level 2: Security requirements

|

Evidence

22
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C B S C a D E I:I Block containing SAC elements
Completeness of the argument

Confidence in the evidence

Quality assurance:
e Completeness of the argument : To make sure that the arguments are
complete within the given scope documented in the context and
assumption nodes.

e Confidence in the evidence: indicates the level of certainty that a claim

is fulfilled based on the provided evidence

| |

White-hat Block

I Level 1: Asset i and p ]

I Level 2: Security goals I

Black-hat Block

| Level 1: Threat scenarios I

Generic Sub-case

I Level 2: Attack paths I QA

Resolver Block
[ Level 1: Risk assessment ]

[ Level 2: Security requirements l

| _— -

23
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CASCADE - Top Claim

The top claim block includes the top claim, its context, and the
assumptions we make on the highest level of the argument.

The top claim decides the abstraction level of the SAC, e.g., whole
product, end-user function, component... etc.

The context in the top claim block decides the scope of the whole
argument with the support of assumptions.

Top Claim

Generic Sub-case

White-hat Block

| Level 1: Asset identification and decomposition |

| Level 2: Security goals |

Black-hat Block

| Level 1: Threat scenarios |

| Level 2: Attack paths | QA

Resolver Block

| Level 1: Risk assessment |

| Level 2: Security requirements |

Evidence

24
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CASCADE

Top Claim [ ]
White-hat Block
TOP C ml M B LOC K I Level 1: Asset identification and decomposition |
I Level 2: Security goals |
2 Black-hat Block
g I Level 1: Threat scenarios |
TOp Claim E I Level 2: Attack paths | QA
Resolver Block
C NXT_ 1 1 I Level 1: Risk assessment |
Headlamp i’tem | Level 2: Security requirements | L
bou ndary Evidence QA
T ASSMP:1.1
C: _ . _
Headlamp item is he item is physically protected b
acceptably secure anti-tamper enclosures
Headlamp example

ISO/SAE DIS 21434
Appendix G

25



TUHH

Hamburg University of Technology

CASCADE - White-hat

Top Claim

White-hat Block

| Level 1: Asset identification and decomposition l

| Level 2: Security goals l

This block has two levels:

e I|dentification of assets: this is done by conducting an
analysis to find the artefacts of the system that are likely to | el Aiinck palie || aa
be subject to an attack, then creating claims about the Resolver Block
security of these assets | ovel T TR aesesement |

Black-hat Block

| Level 1: Threat scenarios ‘

Generic Sub-case

| Level 2: Security requirements I

e Security goals: done by identifying relevant security . a
properties for each asset, and then creating claims about
preserving these properties for each asset.

26
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CASCADE

Top Claim
TE T White-hat Block
WH I H A B LOC K | Level 1: Asset identification and decomposition |
Qt-+14 | Level 2: Security goals |
S:1.1
All relevant assetare | Argue over E Black-hat Block
identified identified assets of the headlamp item 3 | Level 1: Threat scenarios |
i I E | Level 2: Attack paths | QA
‘ﬁ é
C:1.11 l C:1.1.2 Resolver Block
] ‘ CAN Frame is acceptably | Level 1: Risk assessment |
Firmware is acceptably secure
secure | Level 2: Security requirements |
. ! -
Evidence QA
QC:1.3.2.1 S:1.3.2 v
All relevant security properties of the ‘Argue over the security properties of the
CAN message transmission in the < CAN message transmission in the
body control ECU are considered body control ECU
|
S:1.4.2 v I
ue over identified damage C:1.3.2.1 l C:1.3.2.2 l
scenarios that might results The Integrity of the The Availability of the
m the loss of mtegntly °if°th° C CAN message transmission in the CAN message transmission in the
message transmission body control ECU is preserved body control ECU is preserved Headlamp example

in the body Tontm' ECU ISO/SAE DIS 21434
Appendix G

27
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CASCADE - Black-hat

Top Claim

White-hat Block

| Level 1: Asset identification and decomposition l

This block has two levels: | Lo 2 Socurty goas |
e Threat scenarios: this is done by identifying the threats that
might compromise the security goals identified in the white-

Black-hat Block

| Level 1: Threat scenarios |

Generic Sub-case

hat block - security goals level. Then we create claims | — |
negating the possibility of these threats. | Level 1: Risk assessment |

| Level 2: Security requirements I |

e Attack paths: done by identifying ways in which an attacker —— -

can realize the threats we identified in the earlier level. We
then create claims negating the possibility of these attack
paths taking place.

28
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CASCADE

BLACK HAT BLOCK

S:1.5.1

Argue over threat scenarios
that may lead to compromising

QC:1.5.1.1

the Integrity of the

CAN message transmission in the
body control ECU

Ooud
T

i v

Spoofing of a signal leading to loss

of integrity of the CAN message of
"Lamp Request" signal of power

switch actuator ECU is not possible

S:1.6.1 —=
Argue over attack paths related to /

All threat scenarios have

been considered

QC:1.6.1.1

Top Claim

Generic Sub-case

White-hat Block

I Level 1: Asset identification and decomposition |

I Level 2: Security goals I

Black-hat Block

| Level 1: Threat scenarios |

I Level 2: Attack paths I QA

Resolver Block

Level 1: Risk assessment |

| Level 2: Security requirements |

All threat scenarios have

tampering of a signal sent from the
body control ECU /

\ 4

been considered

C:1.6.1.2 v C:1.6.1.3

v

It is not possible that the gateway
ECU forwards a malicious signal to
the power switch actuator

It is not possible that malicious
signals spoof the lamp switch on
requrest

Evidence QA

Headlamp example
ISO/SAE DIS 21434
Appendix G

29
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CASCADE - Resolver and Evidence

This block has two levels: _____ Top Claim

e Risk assessment: In this level, we assess the risk of the [ Lovel 1: Asset identifcation and decompositon |
identified attack paths. Based on the risk level, the creators | Level 2: Security goals |
of the SAC create claims to treat the risk by, e.g., accepting, § |°"°“‘"°'°°“ — |
mitigating, or transferring it. % | Leve]'z:mkm || ox

H
Rosolver Block

e Requirements: At this point, requirements of risk treatments | Level 1: Risk assessment |
identified in the previous level are to be expressed as | LT ST iracts |
claims. Bvidance aa

e Evidence: When claims about the security requirements are
identified, we assign evidence to justify / solve these claims

30
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CASCADE

Top Claim
E I E I White-hat Block
R v R B K I Level 1: Asset identification and decomposition I
! Level 2: Security goals
Risk assessment | ot I I
2
QC:1.7.1.1 / 2 Black-hat Block
38 D clowh concept desion Argue over the treatment based on 2 | Level 1: Threat scenarios |
the assigned risk level
has to be verified by a bottom 9 ﬁ | Level 2: Attack paths | QA
up analysis of the risks 3
Resolver Block
C1.7.11 | Level 1: Risk assessment I
The risk of an attacker compromises e e
e Level 2: Securi irement:
Navigation ECU from a cellular | S 2 Pecirly Tequements |
interface is reduced
T Evidence QA
Requirements } S:1.8.1 *
gue over cybersecurity requirements
to handle risk treatment
C:1.8.1.1 v C:1.8.1.2 \ QCTBIT ¥
The received data is verified if it is inaiihanticatad enises are ExistosE TREd 2 )
sent from a valid entity prevented from accessing the ptably justify
cellular network claims

Headlamp example
Verification ISO/SAE DIS 21434

Appendix G

report xx
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CASCADE - Generic Sub-case

Top Claim

This block contains a sub-case that is applicable not only to the —
artefact for which the SAC is being created but instead to a larger [ Covel - Assetdentbcaton and decompositon |
context. For example, if a company defines a cybersecurity policy, | Level 2 Security goals |
enforced by cybersecurity rules and processes, then the policy Blackhat Block
can be used in security claims for all its products. These claims | PT— | o
can be re-used when creating SAC for individual artefacts. ————

| Level 1: Threat scenarios l

Generic Sub-case

Level 1: Risk assessment l

| Level 2: Security requirements |

Evidence QA

32
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CASCADE

Top Claim
White-hat Block
I Level 1: Asset identification and decomposition I
I Level 2: Security goals I
Generic sub-case § Black-hat Block
C:G1 . C:G2 2 | Level 1: Threat scenarios |
£
Tlromr:p::zuh:é a The company has a H | Level 2: Attack paths | QA
glic isecurity aware culture 3
policy Resolver Block
QC:G1.1 | Level 1: Risk assessment |
All elements to enforce 5:61 | — - |
enable and ensure the Argue by security Level 2: Security requirements
cybersecurity policy are governance elements L
addressed | Evidence QA
C:G1.1 l C:G1.2 l
. security
security resources i
responsibilities are
are provided assigned
All the elements
mentioned in ISO
21434 have been E:G2.4
addressed E:G11 v 3L
Basic security .
training ID: xy is a o?):‘::éolg-iswas
HR report no. 123 :;:I:;:\ee:t given to every
procedure relevant position
Headlamp example

Appendix G
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CASCADE

Top Claim

White-hat Block

I Level 1: Asset identification and decomposition |

I Level 2: Security goals |

— 2 | Black-hat Block
F | Level 1: Threat scenarios |
-y W - T . % | Level 2: Attack paths | QA
I i L 3

P | e | w T — | Level 1: Risk assessment I

s
s || g i || e o | | 4
f— r— —-——

| Level 2: Security requirements |

Evidence QA ‘

come § EITIFR aen 3
Unsutherticated ertties ure Everwe £11 E12
Tha roceived dala bs verfod F ks
‘sant from & vabs entry pruvenied bom scosssing e eeomratdy AeWy ineso k)
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State of Practice - Automotive

Creating patterns of arguments to be reused

7N
N\Z77
R
K
L AAA
2

HOMEDIT.COM
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State of Practice - Automotive

Handling the complexity of automotive products
and processes.

For example the level of dependency among the
systems

https://tomorrowtodayglobal.com/2017/09/05/tuesday-tip-simplify-2-ways-deal-complexity/

DEPENDENCY

ALL MODERN DIGITAL
INFRASTRUCTURE

A PROTECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY

MANTAINING
l SINCE 2003

[

1

)

xkcd.com, https://xkcd.com/2347/

36



Compositionality

Automation

End user assurance

And many more

Applying to other domains (health care)

Hamburg University of Technology
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Is it an impediment?
Go to menti.com — XXxXx yyyy
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Questions ?

More questions at a later time?

M mazenm@chalmers.se




